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Abstract: This document describes and shows how the online course was developed to train
NREN technical teams an allow them to replicate the action in their NRENs and with their
customers. This course will provide technical training to at least 2 people from NREN’s that will join
the project. This course will be on line using the virtual training platform “RedCLARA
Aprende”.
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COPYRIGHT NOTICE
Copyright © Members of the ELCIRA Project, April 2013.

ELCIRA (Europe Latin America Collaborative e-Infrastructure for Research Activities — Call (part) identifier:
FP7-INFRASTRUCTURES-2012-1 — Project number: 313180) is a project co-funded by the European
Commission within the Seventh Framework Programme (FP7), Infrastructures (DG Connect, Directorate C:
Excellence in Science, Unit C1: e-Infrastructure). ELCIRA began on 1" June 2012 and will run for 24 months.

For more information on ELCIRA, its partners and contributors please see http://elcira.redclara.net (this
website will be available in October 15t 2012).

You are permitted to copy and distribute, for non-profit purposes, verbatim copies of this document
containing this copyright notice. This includes the right to copy this document in whole or in part, but
without modification, into other documents if you attach the following reference to the copied elements:
“Copyright © Members of the ELCIRA Project, 2012”.

Using this document in a way and/or for purposes not foreseen in the paragraph above, requires the prior
written permission of the copyright holders.

The information contained in this document represents the views of the copyright holders as of the date
such views were published.

THE INFORMATION CONTAINED IN THIS DOCUMENT IS PROVIDED BY THE COPYRIGHT HOLDERS “AS IT IS”
AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE MEMBERS OF THE ELCIRA COLLABORATION, INCLUDING THE COPYRIGHT HOLDERS, OR
THE EUROPEAN COMMISSION BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THE INFORMATION CONTAINED IN THIS DOCUMENT,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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1.- TRAINING STRUCTURE
The training was published in virtual training platform “RedCLARA Aprende” at:

* http://cursos.redclara.net/course/view.php?id=25
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2.- TRAINING TOPICS

Module 1: Basic concepts

e What is eduroam?
e How eduroam works?
e Eduroam infrastructure

Module 2: Actual scenario of eduroam in Latin America

Virtual course for technical staff training and
eduroam pilot deployment /6

e Proposal of a system to monitor eduroam in Latin America
* Proposal of a unified database to storage events from eduroam in Latin America

e Actual scenario of eduroam in Latin America
e Eduroam coverage

Module 3: Local RADIUS Server

* Installing a RADIUS server
* Configuring a RADIUS server

Module 4: Federation Server

* Installing a Federation server
* Configuring a Federation server

Module 5: RADIUS Client

* Configuring a RADIUS client
e Configuring with EAP protocol
e Configuring eduroam clients

Module 6: RadSec Proxy

e Installing a RadSec Proxy server
e Configuring a RadSec Proxy server

*
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2.1 MODULE 1:

SCLARA e

Ec

ucation Roaming
Movilidad segura parala

o
ed uroam comunidad académica

Manual de instalacion y configuracion (v3.0) para
nodos pilotos de eduroam-LA

Madule 1: Conceptos generales
[Tiempo: 3 haoras)

£ 0ué ez eduroam?

eduroam  {education roaming) es el servicio mundial de movilidad desamollado para la
comunidad de educacién e inwestigacion, pemmitiends que los estudiantes, investigadores v
académicos obtengan conectividad Intemet a trawvés de su campus y cuando wisiten otras

instituciones participantes con sole abrr su portatil.

& Cdmo trabajz edurcam?
Proceso de autenticacion v autorizacion en eduroam:

1. B dispositive mévil de pepe & une 3 5510 eduroam

2. B cliente sobre el dispositive mawil de Pepe envia una solicitud de conexidn a la
red eduroam de IMICTEL comeo pepe@uni.edu

3. B servidor local RADIUS de IMICTEL (que esta conectado a la infraestructura
inalambrica de INICTEL) reconoce que &l dominie de pepe ((@uni.edulne es local,
por lo que reenvia la solicitud al servidor RADIUS nacianal .

4. B servidor RADIUS nacional envia la solicitud al destino apropiade, deminio
uri.edu

5. B servidor RADIUS de UNI, envia un certificado de desafio (pediioate chalenge)
de regreso a pepe. Este es el paso que permiticd 3 pepe estar segure que &l $5I0
eduroam de IMICTEL es un miembro de confianza de |a red de eduroam.

6. i el certificado fue cargado previamente en el dispositivo de pepe (un importante
pazo en el procese de edurcam), &l dizpositive aceptara el cerificade v establece

un tanel encrptade $SLTLS entre el dispositive de Pepe v el servidor RADIUS

1
SCLARA
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2.2 LECTURE1

C [ cursosredclaranet file php/ 25,

2.3 LECTURE 2

)1_GN2-06-137v5-Deliverable_DJ5- 1-4 Inter-NREN_Roaming_Technical_Sp

Tnformation Society

)
GEANT2

08.09.06

Deliverable DJ5.1.4:

Inter-NREN Roaming Architecture:
Description and Development Iltems

*x

N

kY,

Deliverable DJ5.1.4

Contractual Date 280208
Actual Date: oa0008
Contract Number: sti082

Instrument ype: Intograted Infrastructure Intatve (3)
Actiy. s

Work tom: 1-Roaming

Nature of Deliveratie: R (Report)

Disseminaton Lovel U (Publc)

Lead Partner SURFnet

Documen: Code. ON205-131v5

Authors:

K- Wierenga (SURFnet main edor), S. Winler (RESTENA, main adior). R. Arends (Telematica Instiuut), R
P. H L Guido (FCCN). J. Loka

R Papez (ARNE
. . m

(UNINETT), M. Linden (CSC), M.
R

cificabon_20060908 164149 pdlf
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)
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02.02.07

Deliverable DJ5.1.5,1:

Inter-NREN Roaming Infrastructure and
Service Support Cookbook - First Edition
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Delivorable DJ5.1.5,1

Contractual Date 310172007
ActualDate: 021022007

Coniract Number: sti082

Instrument ype: Itograted Infrastructure niatve (13)
Actvy. RAS

Work tom: 1-Roaming

Nature o Deliveratie: R (Report)

Dissomination Lovel P (Public)

Lead Partner SURFnet

Document Code. ON2.062588

Authors: K Wierenga (SURFnet. main author) P. Dekkers (SURFet), L Guido (FCCN). T. Kersting (OFN). S
)R Papoz (ARNES), M. Miinovic

). T. Wolnewicz

(CARNetSrce), D. .
(Nicolaus Copernicus Uriversiy, Torun), JRAS group
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2.5 MODULE 2:

Education Roaming
Movilidad segura para la

o
edll roam comunidad académica

Manual de instalacien y configuracion (v3.0) para
nodos pilotos de eduroam-LA

Modulo 2: Escenario actual de eduroam en Latino América
[Tiempo: 2 horas)

edurnam.en Latino América

edurgam en Lating América nace como una iniciativa propuesta en el Grupo de Trabajo de
howilidad de |2 RedCLARA durante el perdodo 2008-2011, con 13 finalidad de contrbuir 3 |3
mejora de |3 infraestructura de |a red, proponcionar acceso seguro de |os usuarios 3 sus RNIEa
través de procedimientos de autenticacion, v conseguir la implemertacién de una solucidin

funcional bazada en la mowilidad.

%e busca la integracion de |a comunidad Latinoamericana a través de eduroam- LA creanda un
ezpacio méwil dizponible, la cual ez ampliada 3 las demas redes académicas a través de
eduroam- Buropa, edurnam-Canada, eduroam-US v eduroam-APAN (#fsia v Pacifico)

La integracitn de mas paizes latinoamericancs bajo este espacie méwvil consolidara la

farmacian y reconocimiento de edurcam- LA

Cobertura del Servicio

Actualmente operan tres federaciones |atineamericanas: edurcam-br (Brasil)’ y edurcam-pe?
(Perl’) v eduroam-cl (Chile) las cuales se encuentran en pleno despliegue (Figura 1. Los
servidores RADIUS federados (Top-Lewvel Badiys: FTLR) =& conectan @ un servidor 3 nivel

httpspe alm pbriveb serkes fadueam
preer el uoa mLpe

e md uroamel
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2.6 LECTURE1

& = € [[ ursosreddlaranet/file php/25/04_GN2-08-051v2-DJ-5-1-6-Evaluatian_of_New Roaming Technalogies_and Possible Integration into_AALpdf

(2|
n

' BoE|
GE;%TZ Tnformation Society

24.04.08 e
Deliverable DJ5.1.6: g’r' Tx
Evaluation of New Roaming *k{\
Technologies and Possible Integration
into AAI
——
Councuaione sti20r
Pz e
Coactumber. 51108
Instrument type: Integrated Infrastructure Initiative (13)
ot
Wk i
oo tDobersie:
Dosariaten o P
Lo o
Dot 312080512
st s . "
— P i ok
3 b
2.7 LECTURE 2
€ > C ‘ [ cursosredcdaranetfile php/25/05_GN2-08-230-DJ5. 1.5.3-eduroam Cookbook pdf
=3 BIE
GEANT2 T

29/10/08

Deliverable DJ5.1.5,3: * by
Inter-NREN Roaming Infrastructure and ***
Service Support Cookbook - Third

Edition

e

ConvaciualDate: 00008
Aetunt Dte: 210208
Gontact Number: s1i082
Insiument ype: Itegratd Infastrcturs v (1)
Actty: A
ok tom: 1-Roaming
Natro of Dobveratie: R (Ropor)
Dissomination Lovel U (Pubic)
Load Partner RESTENA
Oocument Code 0820
Autrors: S Winter (RESTENA) T.Kersting (DFN), . Dokkers (SURFns), L Guido (FCCN) .
Jancs Mohacs! (NIFIHUNGARNET). R Papez (ARNES), M. Milnove (CARNeUSrce). 0.
3 3 K T
= L Thomeon
(DANTE),JRAS group
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2.8 LECTURE3

4 - € [[1 cursosreddlaranet/file php/25/06_GN3-09-213-DJ3_1_1 RadSec_Standardisation_and_Definition_of_eduroam_Extensions_20091106091343 pdf ¥ =

PR SN
GEANT

05-11-2009

Deliverable DJ3.1.1: s
RadSec Standardisation and Definition *
of eduroam Extensions

Deliverablo D311
Contraciual Date: 30-10:2000
Actual Date: 05-11-2000
‘Grant Agrooment No.

Acivty. a3
Task lom: ™

Load Parnor. RESTENA
Dacument Code: os00213
Authors: s % i
Abstract
2.9 LECTURE4
«=>Cch laranet/file php/25/07_GN3-10-157-DS3-1-1_Report_on_the_f Policy_t PUBLISHED pdf = =

GEANT

13.07.10

Deliverable DS3.1.1: £
Report on the Establishment and *‘
enhancement of the Policy

Management Authority and Repository

Dolivarable 083.1.1
Contractual Date: 3108/10
Actual Date: 1307710
Contract Number: 238875
Actvy: sa3
Work tem: m

Naturo of Delvorablo: R (Report)
DisseminatonLevel  PU (Pubic)

Document Code GNa-10157
Autnors: L Floro (TERENA), W. Singer (DANTE)
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2.10 LECTURES

€ [[3 cursosredclaranetfile php/25/08_GN3-10-304y1-DJ3. 13- Roaming Developm ents pc

GEANT

24-02-2011
Deliverable DJ3.1.2,1:
Roaming Developments

Delversble DJ3.421 10

02010
2002201

o wenche
Ottuszyk, (PIONIER), Paul Dekkers (SURFnet), Shannon Milsom (DANTE) i
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2.11 MODULE 3

Education Roaming

Movilidad sequra para la
eduroam comunicad académica

Manual de instalacion y configuracian (v3.0) para
nodos pilotos de eduroam-LA

Maodulo 3: Servidor RADIUS Local
{Thmpo: 13 4 horas)
PrEsos prevics:
«  IstElEr on senidor g Dehlan, de preferench b ORIME verskn Dehlan “Sguesaze”

= EdRar el archivo 'm‘aﬂmum,[ﬁl_ conskiens q.Je en el archiv “gouices i, donde se
enlistan I3 fentes o neposRonics o2 [Ehla) dste comiener como MM ko Sigulenis

020 Mg/ S5 0S0EN OngiosDlan  souesze mah

Oel-ETC MRDURD.es deblan angidenlan' sguesze maln

e hpVsecurky deblan orgl SqUesTRApAZes maEin

de-5IT MRpVsecUry deblan ong! SQuUeSTeNpdaes Mah

oen MRpCVRpies dedlan orgidenian) | souesme-updstes maln

gei-sTe Mg Rp.es deblan ongiosblan' souesre-updstes mah

=  Para reallzar |35 tareas, es necesar el uso de dos (02) IPs pdblicas, o en su defecio dos

(02} s nateadas con permisas para bos puertos UDP: 1812, 1813, 1814, 1830 y puerto
TCP 2083

La FUJE 1 muesira el escenark de FlI'LIEBBEl de sanidanes Fads con
comskete emc Un (01) senddor RPS-LA (Radks Proxy Sever de Laho America), dos [uz}
senidores Federados y custro (04) senddores Locales

Fara efectos de eslecursd, c3da MREN (pa ) tendrd un Servidor Fegerado-J0¢ {donde X X
# =TLD de supaks) ¥ de ser posiole dos {02) senidores Locales (INSTITLCION 1.2)
&

Sarvidor Fsaim Hostnams Himero IP Chave
RADIUS compartida

INETITUCION 1 ] s xx radio Sl ada xx 192 168,12 Iensitato]

METMUCKON 2 imCaduxx s Seat] o xx 152 16813 Tensitatol

FEDERADD-XX miladaax  filr-ax <onens adu 192 168,14 Fadsrado-xx
Taols 1.1 Askgreckn o= akores [agsecninyy para senddores Sadiys [m]

Cada wsuar configurard su proplo senddor Ragis Local con [3GEECRIDEY ¥ un servidor
Bads Federado-XX, segin 0 Indicado en la Tabla 1.1. En esle caso por elemplo
conskieranoo 3l servidor Federado (pe), 58 ha reemplazado Insteduxx por & f23lm in
unlsdupse. 2inst2eduix por =l 23k unledups

alicea

i—*t‘ _O /
oy &
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2.12 MODULE 4

SCLARA A |

Education Roaming
Movilidad segura para la

]
ed uroam comunidad académica

Manual de instalacion y configuracion (v3.0) para
nodos pilotos de eduroam-LA

Madule 4: Servidor Federado

[Tiermpo: 2 ¥ Horas)

Pazos previos:

= Instalarun servidor linux Cediar, de preferenciala ltima version Cebiar "Sgueese”,

= Editar &l archive fetofaptEources lis, considere que en el archivo “sources list”, donde =se

enfistan las fuentes o repositorios de Cebag, debe contener como minime o siguiente:

deb http:/iiftp 2= debian.orgddebian/ squeeze main

deb-sre http:Aftp.es debian.ongddebiand squeeze main

deb httpefisecurity. debian oyl squeszeiupdates main

deb-sre http:ifsecurity debian org! squeezefipdates main

deb http:/iftp 2= debian orgddebian/ squeeze-updates main
deb-sri hitp:Afftp.es debian.ongddebiand squeeze-updates main

= Para realizar las tareaz, &5 necesano el uso de dos (021 1Ps plblicas, o an su defecto dos
(021 IPs nateadas con permisos para los puertos UOP: 1312, 1813, 1814, 1830 v puerto
TCP 2093

1. Instalary configurarun servidor proxy Badivs Federado (2R)

Lo haremos de |a manera mas simple, en aro servidor Ceddan 8.x instalamos e paquete
freem@divs desde las fuentes de repositorios:

| apt-get install freeradius freeradivs-utils wim nmap @dsecproxy |

2. Copiar los certificados creados para el servidor Federado en el médule 3 al directaro
fetefreeradiusicants/.

3. Configurar los clientes del servidor Badius Local (isoAmeeradivsiclientsconf) v el dominio
local (feteffreeradins ooy, mnt).

La directiva de configuracion del cliente es:

clignt lacalhast
ipaddr = 127.0.1.1
Secret <secret-localbhost >
Shonname = Losalarver
Haztype = other.

clignt, <pembre_deseriptivo_filr> {
ipaddr = <IF_FTLR_LOCAL:
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Manual de instalacion y configuracion (v3.0) para
nodos pilotos de eduroam-LA

Madulo 5: Cliente Radius
[Tiempo: B Horas]

1. Configuracién de un clienta RADILS (NAS) (1h)

Para |3 configuracion de los clientes NAS (Hetwork Access Server), e uzard un Access Poind.
“wirfique &n 13 hoja informativa del equipoe que s&incluye el zoporte de |EEE 802 1K,

Ahora, en el servidor Radiuz Federado XX de su NREN, corfigure los parametros necesanios
para su conexion con el MAS, Parm esto edite &l archive clients.cod’ de su servidor Radins
Institucién [1,2].

client <ip_nas> {

secret = <sacretar

shortname = AP-<nombre_institucion -
nastype = cisco

I

Para |z configuracién de un Aecess Point, se tomard coma gjemple al modele Cisco ginpnet
1240045, “Wer |3 Figura 1.

[
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Figura 1: Configumcibn del Access Poirt como MAS para edurcam
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SCLARA
Education Roaming
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[ ]
ed uroam comunidad académica

Manual de instalacién y configuracion (v3.0) para
nedos pilotos de eduroam-LA

Médulo 6: RADSECPROXY
[Tiempo: B Horas]

1. Configuracién del Rdsegproxy para el Radius Lacal
En el servidor Badiug Local editames el archive seteiradsecprosy.conf segdn 22 muastra, en

donde se ha agregad algunos comentarios.

# Ezcuchar sobre todas suz interfaces de red

=2083
ListenlDP 1830
Logleyel &
ination file:hariogiadsecprody log
Loop Prevention on
il default { Eloque &n conoe 5= si0j oS
CACaiGataEie to/feeraius oersia.on it
CenificateFile fetefearadivs feetsiradios inst] edu xxert firmecos pane is nstitusin
Lenificate keyFile fetefreeradins/certsradiuz ey B cRa sl edad
i
mmm{ Configune. R DIOqUE (RICIER S 3= quiere afadic, motrer
! F omodificer atrioutos. En e ejemplo oo exciaye Jos fogg
Emoyestibute, 65, R
i
client FTLR-3H [
hast <IF Federada RADIUE> fecine fas conmnones TLS o8l TACSSTRNCNE
tupetls a0 Fagenaziin,
zanret folave-zecretar
certificgte Hame Check off
seryer127.0.0.1 Eniia oS OYESES gue

hiast radivs.inst 1.edu s r i

type udp
SE0[Et <olave-zeoreta>

Lo
port 1212
i
client 127.0.0.1 f
host 127001 Fecine =3 consatas resizaces
typeudp = seridor RADIS Locsl
zeqEt ‘clave-zeereta>
catificats Hame Check off
SCLARA
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