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COPYRIGHT NOTICE

Copyright © Members of the ELCIRA Project, October, 2014.

ELCIRA (Europe Latin America Collaborative e-Infrastructure for Research Activities — Call (part) identifier: FP7-
INFRASTRUCTURES-2012-1 - Project number: 313180) is a project co-funded by the European Commission within the
Seventh Framework Programme (FP7), Infrastructures (DG Connect, Directorate C: Excellence in Science, Unit C1; e-
Infrastructure). ELCIRA began on 1%t June 2012 and will run for 24 months.

For more information on ELCIRA, its partners and contributors please see http:/elcira.redclara.net

You are permitted to copy and distribute, for non-profit purposes, verbatim copies of this document containing this
copyright notice. This includes the right to copy this document in whole or in part, but without modification, into other
documents if you attach the following reference to the copied elements: “Copyright © Members of the ELCIRA Project,
2012".

Using this document in a way and/or for purposes not foreseen in the paragraph above, requires the prior written
permission of the copyright holders.

The information contained in this document represents the views of the copyright holders as of the date such views were
published.

THE INFORMATION CONTAINED IN THIS DOCUMENT IS PROVIDED BY THE COPYRIGHT HOLDERS “AS IT IS”
AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE MEMBERS OF THE ELCIRA COLLABORATION, INCLUDING THE COPYRIGHT HOLDERS, OR
THE EUROPEAN COMMISSION BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THE INFORMATION CONTAINED IN THIS
DOCUMENT, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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1.- INTRODUCTION

Since we first thought about this project, we were sure that this work package was one that would be
one of the most complicated to implement, due the complexity of the theme Authentication
andAuthorization Infrastructure (AAI - Identity Management) and the lack of knowledge and skills in
the technical team in the target NRENSs.

During the planning phase, we have discovered some heterogeneous environments. There was an
NREN that was very interested in the topic, but they lacked the necessary manpower resources to
work on it, at the other extreme, there was a NREN that planned to launch an Identity Federation,
take it into production and study how to join the eduGAIN interfederation service.

This document will describe the results obtained in AAl implementation in Latin America during the
project.

2.- INITIAL SCENARIO

When we have started this work package, we have defined the milestone to start the job; the MoU
signed by the NREN's responsible. We thought that doing this we would raise the attention of the

project to the member’s directors while give the necessary power and support to technical staff to

implement a federation. The Figure 1 shows the initial scenario in the beginning of 2013:

Identity Federations in production
+ BR- CAFe (eduGAIN member)
* CL - COFRe (eduGAIN candidate)

Identity Federations in pilot

* AR-MATE
+ PE-INCA
*  MX-FldMex

’:.x‘F
Figure 1: Identity Federation in January 2013.

o‘ &

+Red + Ciencia @® @ @

*

SEVENTH FRAMEWORK European
PROGRAMME Commission

A project of the Seventh Framework This project is funded by the European A project implemented by RedCLARA
Programme (FP7) Commission



ELCIRA Project A ° Deliverable D2.7 - AAl Implementation Phase
313180 I /6
FP7-INFRASTRUCTURES-2012-1 “@ c 1 ra

As described in “Deliverable D2.1 - Roadmap for the delivery and deployment of National AAls in
Latin America”, during the kickoff meeting in Lima, Peru in July, 5th, 2012, three countries were
identified as federation startups: Chile, Peru and Colombia. After this date, Mexico and Argentina
also expressed interest.

The next section will provide more details on the development of federations in Latin America.

3.- CHILE - THE FEDERATED COMUNITY REUNA (COMUNIDAD FEDERADA REUNA OR
COFRE)

Since 2011, REUNA (Red Universitaria Nacional) has been working to establish a Chilean Federation
to its partners and clients. In this context, since 2012 CONICYT (Comision Nacional de Investigacion
Cientifica y Tecnoldgica, http://www.conicyt.cl/), as a founder member of the Corporation Cincel and
BEIC (Biblioteca Electrénica de Informacion Cientifica - http://www.beic.cl/) Program participant, has
adopted the Chilean Federation as central scheme to facilitate access to scientific collections to
researchers.

Bellow some information regarding COFRe:

3.1 IDENTITY PROVIDER ORGANIZATIONS

o Universidad del Bio-Bio.
o BEIC-CONICYT.
o REUNA.

3.2 SERVICES PROVIDERS

Annual Reviews.

Thomson Reuters Web of KnowledgeSM.
GISELA Science Gateway.

EBSCOHost (EBSCO).

ScienceDirect and Scopus (Elsevier).

Nature.

Palgrave Journals.

CRCnetBASE (CRC Press).

SpringerLink and Springer for R&D (Springer).
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The Figure 2 shows the webpage from COFRe, available at: http:/cofre.reuna.cl/index.php/en/ .
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Comunidad Federada REUNA

COFRe

* Home chilean academic and research institutions and it tries to Facilitate the management of the user's web access to

« Joining as a Service

* Federation Rules
+ Participants

The Federated Comunity REUNA (Comunidad’ Federads REUNA or COFRe) is a platform, available for

resources. This access management is also known as federated access.
Provider

Through this platform, users and institutions that offer their services comprise a trusted netwark, in which
the user's authenticity is aranted and the access of web resources are enabled by a single user identity.

Non-federated versus federated access schema.

Without COFRE With COFRE

® a= . P
2= L —@ & 2=

—"®

The advantages of federated access are:
« To provide a single identity, to each user, to access the web resources.

« Unify access to web resources (Singfe Sign-n or $50).

« Scalability, for the identity manager and the service provider institutions, because they can
establish a relationship through the federation.

738, Providencia - Sertienn ds Chile
Tl (S6 2) 2337 (300 - 2337 1307
Infodivess o

Figure 2: COFRe webpage.
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Although work on the Chilean Federation had already begun when the ELCIRA Project started, the
WP2 team helped REUNA to transition to production and eventually join eduGAIN.

In September 2013, REUNA has signed the MoU with ELCIRA Project, to cooperate in promoting the
establishment and adoption of |dentity Federations and additional services based on them (eduroam,
eduGAIN, cloud services) in the country. This MoU was a concretion of a work that had been doing
since the kick-off meeting in June 2012. In December, 2012, the meeting in Santiago, Chile, has
helped to strengthen the relationship between ELCIRA and REUNA even more, so the project team
and REUNA technical staff had started to work together in order to make COFRe part of eduGAIN,

what was completed on October, 31, 2013.
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eduGAIN members

» Austria - ACOnet Identity Federation
» Belgium - Belnet Federation

Brazil - CaFe

-

Canada - Canadian Access Federation

v

4

Chile - COFRe

eduGAIN policy
version 2 signed on:2013-06-06
see the scan
eduGAIN policy hardcopy received version
2
Metadata URL
http:/fcofre.reuna.clfedugain/ cofre-edugain-metadata. xml
validate this metadata set
Registration Authority
http: ffcofre.reuna.cl
Federation page
http://cofre.reuna.cl/
Contact email
cofre@reuna.cl
SG delegate
Alejandro Lara
SG deputy
Sandra Jaque
Policy
http://cofre.reuna.cl/index. php/enffederation-rules
Supplied English version of the Policy
ves
Registration practice statement
http://cofre.reuna.clfimages/Docs/fidentity federation_rules. pdf

Figure 3: eduGAIN status webpage.
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4.- COLOMBIA - COLFIRE - COLOMBIA FEDERACION DE IDENTIDADES RENATA

The Colombian team in RENATA (Red Nacional Académica de Tecnologia Avanzada) had been
focused on eduroam implementation initially then started to work on an identity federation. The
RENATA IdP was installed, validated, and integrated with active directory, linked to a SP without
inconvenience and performing authentication. They have created the Discovery Service and all
policies involved to have the Colombian Federation launched. The webpage was created and is
available at http://colfire.co/.

COLFIRE was accepted officially in eduGAIN in October, 81, 2014.

COLFIRE Home

The Colombian Federation ldentity for Research and Education (ColFIRE) is an identity federation that
mb h ColFIRE, a user keeps all it

services offered by the institutions participating in the federation

gath ng and re

b ch ins
HOME at the home institution and can access

HOW COLFIRE WORKS

BENEFITS

TECHNICAL SPECIFICATION

HOW TO JOIN?

BEST PRACTICES

IDENTITY FEDERATION
POLICY

INSTITUTIONS CONNECTED

SERVICES AVALAIBLES

INTERNATION
AGREEMENTS

EXISTENT FEDERATIONS

Figure 4: COLFIRE webpage.
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Joining eduGAIN
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» Argentina - MATE (policy signed - not supplying metadata)

» Australia - AAF (policy signed - information missing)

v Colombia - COLFIRE (policy signed)

eduGAIN policy

version 2 signed on:2014-02-27

see the scan

eduGAIN policy hardcopy received version

2
Metadata URL

http:/fds.renata. edu.cofedugain/ colfire-edugain.xml

validate this metadata set

Registration Authority

http:ffcolfire.co
Federation page
http://colfire.co

Contact email

tecnico@renata.edu.co

SG delegate

Hernan Daniel Garcia Sifonte

SG deputy

Lucas Adolfo Giraldo Rios

Policy

http:ffcolfire.co/?page id=55

Supplied English version of the Policy

ves

Registration practice statement
http: /fcolfire.co/?page_id=55
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Figure 5: eduGAIN status webpage.
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5.- ARGENTINA - MATE - MODEL FOR ACCESS TO TECHNOLOGY AND EDUCATION

The MATE Federation is the |dentity Federation initiative for the Argentinean education and research
institutions. The participation of Argentina in WP2 has started in the beginning of 2014 by InnovaRed
(Red Nacional de Investigacion y Educacion de Argentina), with the support and collaboration of
ELCIRA members (Brazil and Chile).

At this early stage, one of main targets is the test Federation infrastructure deployment for Web SSO
between the community institutions.  The webpage was created and is available at
http://www.federacionmate.gob.ar.

MATE was accepted officially in eduGAIN in October, 8", 2014.

N\

—— v
MATE FEDERATON | rEST FEDERATION = MEMBERS | SUPPORTANDDOCS  JOIN ~ FEDERATIONS IN THE'WORLD

Homs > MATE Federation

MATE Federation
2What is a Identity Federation?

The K11y Feck @1 k€ 30l i e prekm B hdukiak Die ha T Gl L or s B
My Wikl & sbred tebighg ik Cilkriox aKdstaidards r tie Baeiraos biaea
fesonross.

vuuu Fedkration as am 1ch Wik scope, 3 MPOrEtappIkathn k te acosss rusb senbes, Mpkmeatg te l/\lanSlglaS\gD wnsm)anogn & Feck @t members

Thers are mary K1ty Fedk @01 WONMKS:, KOLONWPIEMEtng fesearch 31dedicaton Iy el comm e, bRtalso bemmer Feck

MATE Federation: Model for Access to Technology and Education

The IMATE Fec @ton is the b Mty Feck o I HEth: 1 the Argeathean edication 31d 33t hstiitons
T profectuar Mtk Iy 2014 by hicusRed, Wi the s pportand colEboraon of ELCIRA membe .
Attils earksBge,one oroNrmal BIgets ks tie bewner

49

INNOVAIRED
\

‘ \\
ﬁ ‘ l" Red Nacional de Investigaciday Educacin e Argentos

Proposal for institutions

The stFedkr@ton ks ctrreabyagibi Hr hetoons Ve reced I [arbpatng 31d I tielr e COOraton I tie MATE Fed:ration
1y 331601 D the ABlEbY Wikb SO IMECtIChTe, we 0Tk T edvioam, 3se ke Batls alreadyabk D be oMk red as fartof e Ro:rator.
Formore Nhmaton, phase uis ttie sectior "TEST FEDERATION".

e(ill roam

LANGUAGE
Exglish

Exgafiol
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MATE Fodoration - Juns 20°
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Figure 6: MATE webpage.

Joining eduGAIN
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v~ Argentina - MATE (policy signed - not supplying metadata)

eduGAIN policy
version 2 signed on:2014-09-29
see the scan
eduGAIN policy hardcopy received version
2
Metadata URL
none provided
Registration Authority
http: f fwww. federacionmate.gob. ar
Federation page
http: / fwww. federacionmate.gob. ar/
Contact email
federacionmate@innova-red.net
SG delegate
Angel Martinez
SG deputy
Javier Martinez
Policy
http: f fwewwe. federacionmate.gob. ar/?g=en/soporte
Supplied English version of the Policy
ves
Registration practice statement
http: f fwewew. federacionmate.gob. arf?g=en/soporte

Figure 7: eduGAIN status webpage.
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6.- ECUADOR - MINGA

MINGA is the Ecuadorian federation for identity management supervised and administrated by
CEDIA (Consorcio Ecuatoriano para el Desarrollo de Internet Avanzado), this federation allows
Universities, research facilities and CEDIA members to connect and use online services of the
federation and others service providers having agreements with CEDIA (thirty party applications like
libraries and research advanced services) always using the same identity credentials given by the
institution member.

MINGA was not pointed, at the beginning of the project, as a potential federation because the project
team have considered that Mexico, Colombia, Argentina and Peru were ahead of Ecuador in Identity
Management, however they are very committed in all subjects they join in.

It was a good surprise taking part of its growth, and now MINGA is in production and it is part of
eduGAIN. The webpage was created and is available at https://www.cedia.org.ec/mingal.

MINGA was accepted officially in eduGAIN in October, 8™, 2014.
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urope Latin America
® Collaborative e-nfrastructure
for Research Activities
. LFIEIA
‘ ‘9 lo La principal herramienta de investigacion en el Ecuador. =2
- Buscar... &*\'J G&
Inicio Cedia Infraestructura Miembros Proyectos Gruposy Comunidades
espafiol | english sWhat MINGA is?
Minga is the Ecuadorian federation for identity management supervised and administrated by CEDIA, this federation
MiINGA -EN allows Universities, research facilities and CEDIA members to connect and use online services of the federation and
iWhat MINGA is? others service providers having agreements with CEDIA (thirty party applications like libraries and research advanced
Policy services) always using the same identity credentials given by the institution member
MRPS-EN
Objetive
Our objective is to provide members with a platform that allows the administration of the users identity, its
authentication, and authorization infrastructure in a local way, and always with the option to connect to other
organizations or services into the MINGA Federation or even with international services.
Technical features
One ofthe most important features of the MINGA federation is to give the account user administration to every member
MiNGA institution, every one has the administration of their user accounts, passwords and permissions
On the other side, the role of technical staff is to add new federated services in an easy way inside or outside the
institution in a transparent way to the final users.
The MINGA security is structured on a way the user passwords never leave the institution.
After the first authentication, the user will have access to all the subscribed services into MINGA
federation or external sites.
i~ o -
8 @ - C® e
jusasy
@y
Participes de: Miembros de:
lcir FCLARA CEAR
Figure 8: MINGA webpage.
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eduGAIN members

»

[ 4

»

Austria - ACOnet Identity Federation
Belgium - Belnet Federation

Brazil - CaFe

Canada - Canadian Access Federation

Chile - COFRe

Deliverable D2.7 - AAl Implementation Phase
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Croatia - AAI@EduHr (production - information missing)

Czech Republic - edulD.cz
Denmark - WAYF

Ecuador - MINGA

eduGAIN policy
version 2 signed on:2014-07-21
see the scan

eduGAIN policy hardcopy received version
2

Metadata URL

https://minga.cedia. org. ec/metadata/minga-metadata-edugain. xml

validate this metadata set
Registration Authority
https://minga.cedia.orz.ec
Federation page
http: / fvwww, cedia.org.ec/minga
Contact email
info@cedia.org.ec
SG delegate
Claudio Chacon 4.
SG deputy
Carlos Guzman

Policy

http: / fwww, cedia. ora. ecfindex. php/politicas-de-la-federacion

http: / fwww, cedia.org. ecfindex.php/policy
Supplied English version of the Policy
ves
Registration practice statement
http: / fwww, cedia.org. ecfindex.php/mprs

Figure 9: eduGAIN status webpage.
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7.- MEXICO - FIDMEX (MEXICAN IDENTITY FEDERATION)

The project team started to talk with CUDI (Corporacion Universitaria para el Desarrollo de Internet)
team in the beginning of 2013, and the situation was very encouraging, due the forward status of
Mexican Federation. The Mexican federation is hosted by UNAN (Universidad Nacional Autbnoma de
México) and is under development.

The Mexican Identity Federation is working to offer the following services:

e FIDMex: An |dP installed: idp.grid.unam.mx
Status: service is in production and is a partner in Identity Pool Grid Federation GrIDP.

e |dP and SP for courses platform DGEST: https://sp.dgest.gob.mx/moodle
Status: the service has not been released, under development.

e SP for the UCOL virtual services: https://entidades.ucol.mx/
Status: the service has not been released, under development.

e SP Science Gateway - fesc08.lemdist.unam.mx
Status: under development.

e SPinstitutional digital repository that allows the publication and dissemination on the CUDI
multimedia content
Status: under development.

The Figure 3 shows the webpage from FIDMex, available at:
https://idf.grid.unam.mx/idp/Authn/UserPassword.
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EIEIMEX P

deracitn de |dentidades

IdP Login Page
for Mexican Advanced Computing Services for e-Science

Deliverable D2.7 - AAl Implementation Phase
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This s the login page for gefting access to the Mezican Identity Federation, hosted at UNAM

Username: fesc00.lemdist.unam. mx

P 4
asswor You have asked to login to fesc00.lemdist unam.mx

Figure 10: FidMex webpage.

The WP2 is working with technical staff of CUDI and UNAM in order to organize the federation,
creating a Mexican Federation, managed by CUDI and operated by UNAM. The scope is assembling
the Mexican Federation avoiding functional duplication.

Another duty is develop together with CUDI and UNAM, the necessary governance model and
structure, to ensure the sustainability of the service.
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8.- ACTUAL SCENARIO

The eduGAIN voting process was a vote by simple majority from Tuesday 16th September 2014, until
Tuesday 30th September 2014. There were 33 eduGAIN members at this point in time. The vote
could have ended early if 17 votes in the affirmative were received before that time. Otherwise more
positive than negative votes were required by the deadline. Only one (1) vote was accepted from an
eduGAIN participant and the delegate/deputy should have determined who votes on behalf of their
federation.

The result can be see below:

Argentina/MATE Joining eduGAIN Colombla/ColFIRE Jolning eduGAIN Ecuador/MINGA Joining eduGAIN
Participant lagres 1 object lagree 1 object 1 agree I object Updated
A cphillips v x v x v x ©15days
| was e} e here because we are part of eduGAIN
L Pal Ax v x x x v x ©15days
Can't access the ColFIRE web site so | can't evalutate the application
A Olivier Salaun v x v x v x O15days
L Zivan Yoash v xX v X v x ®15days
L Janis Korenevskis v x v X v x O15 days
& Rhys Smith v x v x v x © 21days
L Pascal Pan v x v x v xX ® 22 days
2L leandro.guimaraes v x v b 4 v x ® amonth
2 Alejandro Lara v x v x v x © amonth
A Finn Dorph-Petersen v b 4 v x v x ® amonth
2 Martins Purins v x v x v x © amonth
Summary 1 0 10 0 1 0

Figure 11: polling results.

When we have started this work package, we defined a milestone to start the work, the MoU signing
which involved the following countries.
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The Figure 12 shows REFEDS map in the October of 2014, available at:
https://refeds.org/resources/index.html.

Identity Federations in production
- BR-CAFe
- CL-COFRe
- EC-MINGA
- COL - COLFIRE
- AR-MATE

Identity Federations in pilot
- UR-RAUid
- PE-INCA
- MX-FENIX

Figure 12: Identity Federation in October 2014.

To help future federations, the following stages were defined for the ELCIRA project and can be use
even when the project ends.

Figure 13: |dentity Federation Stages within ELCIRA.
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9.- RISK ANALYSIS UPDATE

It will include an assessment of the work plan for the entire project with identified risks and the
mitigations to be applied.

A T R
Very likely Medium "Eh&
2 3
i Medium [N
s Likely > H
o {
:E A
g
= Unlikely
What is
the chance Minor Moderate Major
it will
happen?
>
Impact

Agreement on cduGAIN has welcomed MoU signed in June, 2013
the collaboration LA federafi (http://elcira.redclara.net).
relationship ?ec;/v \fe eratlonis asa
between the 1— Low October, ederation externa to S
E 2012 Europe. No barrier should
uropean be encountered for other :
eduGAIN end LA federati Risk overruled
ELCIRA (MS2) ederations.
The MoUs were signed on:
Agreements with Argentina: April 4th, 2013
two NRENSs to Three (3) specific NRENs  Costa Rica: April, 17th, 2013
work on . October, have been targeted to .
Federation =l 2012 overcome any delay in the ORI T, 220 20
Implementation signing of an agreement. ~ Mexico: June, 5th 2013
(M52) Chile: August, 23nd 2013
Risk overruled
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REFEDS wiki catalogues  Still working with federations.
all emerging and

developing federations. Risk overruled

Training materials already The training material was
exist but in English and developed as described on D2.2
Portuguese and the risk of  On line Training Material on AAI
a delay in translation can  development for Staff training.

be overcome with

, Risk overruled
alternative translators.

Create commitment in the Still working with federations.
NRENs in order to

implement the federation. Risk overruled
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